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Abstract. Ambient Assisted Living (AAL) systems continuously collect
highly sensitive data within the homes of older adults, a group that often
cannot fully assess the privacy implications of sharing such information.
Conventional safeguards protect data in transit and at rest, and privacy-
preserving Al governs where and how data are processed, yet none con-
tinuously evaluate what multimodal information should leave the home
at all. We introduce the concept of a Personal Al Firewall, a semantic
privacy gateway that evaluates the content and context of outgoing in-
formation entirely on local edge hardware and selectively blocks, redacts,
anonymises, aggregates or abstracts it according to context-aware poli-
cies. We derive five design principles from the specific needs of older
adults and present a layered edge architecture comprising data ingestion,
semantic analysis, a context-aware privacy policy engine, data transfor-
mation and an explaining output gateway, all of which keep raw data on-
premises. We further propose a structured evaluation methodology span-
ning technical feasibility, privacy effectiveness and user acceptance, and
critically discuss the paradigm’s central open challenges. By reframing
the firewall from a network construct into an intelligent, content-aware
privacy intermediary, this position paper contributes a new paradigm for
trustworthy, human-centred data governance in ageing societies.

Keywords: Personal Al firewall, Ambient Assisted Living (AAL), Privacy-
preserving Al Edge AI, Older adults, Semantic gateway

1 Introduction

The increasing deployment of sensor-based Ambient Assisted Living (AAL) tech-
nologies, smart home devices, video communication systems, and artificial intel-



2 T. Markwardt et al.

ligence offers significant opportunities to support older adults in maintaining
independence, safety, and quality of life [ITII66]. However, these technologies
inevitably collect large amounts of sensitive personal data within the private
home environment. Many older adults possess limited digital literacy and are
often unable to fully assess the privacy implications of sharing personal infor-
mation with external services, healthcare providers, or cloud-based Al systems
[2950]. Consequently, existing technical solutions frequently expose users to un-
intended privacy risks despite complying with conventional cybersecurity mea-
sures [48)355331].

This paper introduces the concept of a Personal Al Firewall, a novel privacy-
preserving middleware that operates as a semantic protection layer between the
domestic environment and external digital services. Unlike traditional network
firewalls, which regulate communication based on network protocols, ports, and
access rules, the proposed system evaluates the content and context of outgo-
ing information using artificial intelligence. Multimodal data originating from
cameras, environmental sensors, wearable devices, microphones, and communi-
cation platforms are continuously analysed to identify privacy-sensitive content.
Based on configurable privacy policies, user preferences, and contextual reason-
ing, the Personal Al Firewall selectively blocks, redacts, anonymises, aggregates
or abstracts information before it leaves the trusted home environment.

The proposed architecture aims to empower older adults by providing au-
tomated privacy protection without requiring technical expertise or active user
intervention. It establishes a trustworthy intermediary that balances the benefits
of digital health monitoring and remote assistance with the fundamental right to
informational self-determination. Furthermore, the concept supports transparent
and explainable decision-making, allowing caregivers, healthcare professionals,
and users to understand why specific information is transmitted or withheld.

This paper is deliberately positioned as a concept and position paper: its aim
is to define and motivate a new architectural paradigm rather than to report a
completed empirical study. Concretely, our contributions are:

1. We introduce the concept of a Personal Al Firewall, a semantic privacy gate-
way that shifts privacy protection in AAL from governing where data may
flow (network-level security) and how it is computed (process-level, privacy-
preserving AI) towards continuously evaluating what multimodal informa-
tion should leave the home, independent of its originating device or service.

2. We derive five design principles for such a system from the specific needs
of older adults, and we present a layered edge architecture: data ingestion,
semantic analysis, context-aware privacy policy engine, data transformation,
and an explaining output gateway, that realises them while keeping all raw
data on-premises.

3. We propose a structured evaluation methodology spanning technical feasibil-
ity, privacy effectiveness, and user acceptance, together with a set of public
benchmark datasets and metrics, to guide the empirical validation of a future
prototype.
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4. We critically discuss the central open challenges of the paradigm: the break-
glass safety dilemma, edge-resource limits, the reliability of Al-based deci-
sions, and questions of accountability, to provide a research agenda for the
community.

By reframing the firewall from a network construct into an intelligent, content-
aware privacy intermediary, the Personal Al Firewall contributes a new paradigm
for trustworthy, human-centred Al in ageing societies.

2 Related work

2.1 Ambient Assisted Living and Smart Home Technologies

The demographic shift towards an ageing society has spurred growing research
activities in the field of Ambient Assisted Living (AAL) [II]. AAL systems aim
to support older adults in maintaining independence, safety, and quality of life by
integrating intelligent technologies into the domestic environment. Typical AAL
deployments combine environmental sensors, wearable devices, smart appliances,
cameras, microphones, and communication platforms to continuously monitor
activities of daily living, detect emergencies, and facilitate remote care [BUTTIG6].

Recent advances in Internet of Things (IoT) technologies and artificial in-
telligence have substantially improved the capabilities of such systems. Machine
learning algorithms can recognise daily routines, detect abnormal behaviour,
predict health risks, and assist caregivers through automated analysis of hetero-
geneous sensor data [I0J66]. Cloud computing further enables scalable storage
and processing of multimodal information, allowing increasingly sophisticated
healthcare services.

Despite these technological advances, the widespread adoption of AAL sys-
tems remains limited [T0J50]. One of the primary barriers identified in numerous
studies is the concern about privacy and the continuous collection of highly
sensitive personal information inside the private home [GOJ3I5I].

2.2 Privacy Challenges in Intelligent Home Environments

Unlike conventional IoT applications, AAL systems collect information that di-
rectly reflects an individual’s health status, daily routines, social interactions,
and living conditions. Video streams, audio recordings, motion trajectories, phys-
iological measurements, and behavioural patterns together create highly detailed
user profiles.

Although existing systems generally implement standard cybersecurity mech-
anisms such as encrypted communication, authentication, access control, and
secure cloud infrastructures, these measures primarily protect data during trans-
mission and storage [53]. They do not address whether the transmitted informa-
tion should leave the private environment in the first place [35/48)].

This distinction is particularly relevant for older adults. Many older adults
possess limited digital literacy and may not fully understand the consequences of
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granting extensive data access to external services [29/50]. Furthermore, consent
is often obtained only once during system setup, while the sensitivity of collected
information continuously changes depending on context [4412T].

Consequently, current privacy mechanisms largely rely on organisational poli-
cies, legal regulations such as the General Data Protection Regulation (GDPR)
[16], and trust in service providers rather than technical mechanisms that ac-
tively minimise data disclosure.

2.3 Privacy-Preserving Artificial Intelligence

To address these concerns, considerable research has focused on privacy-preserving
Al Federated Learning enables machine learning without transferring raw train-
ing data to centralised servers [28], while Differential Privacy protects statistical
information by introducing carefully calibrated noise [I6IJT9]. Homomorphic
Encryption and Secure Multi-Party Computation allow computations on en-
crypted data, although they remain computationally demanding [2/32] for many
real-time AAL applications.

More recently, Edge Al has emerged as a promising approach. By performing
inference directly on local computing devices, sensitive information can remain
within the user’s home, thereby reducing communication with cloud infrastruc-
tures. Modern edge platforms are increasingly capable of executing deep neural
networks for image recognition, speech processing, and activity recognition with
acceptable latency and energy consumption [40/37].

While these approaches significantly reduce privacy risks, they primarily fo-
cus on where data are processed rather than which information should be dis-
closed [1I28/40]. Most systems still transmit inference results, metadata, or se-
lected sensor streams without considering their semantic privacy implications.

2.4 Context-Aware Privacy Protection

Several recent research projects have proposed context-aware privacy mecha-
nisms that dynamically decide what information may be shared based on the
task, the actors involved, and the user’s predefined privacy preferences, often
grounded in the framework of contextual integrity [8I38l20]. Similarly, explain-
able Al techniques seek to increase transparency by providing understandable
justifications for algorithmic decisions [49/4].

Computer vision research has also investigated privacy filters capable of
blurring faces and bodies, removing backgrounds, or replacing individuals with
abstract avatars [65/24/54I30]. Other approaches anonymise speech or suppress
identifiable information before transmission [22]58].

Although these techniques contribute important building blocks, they are
typically designed for individual data modalities or isolated application scenarios.
They rarely combine heterogeneous sensor information into a unified privacy
assessment, nor do they continuously evaluate whether outgoing information
complies with individual privacy expectations.
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2.5 Research Gap

The literature demonstrates substantial progress in secure communication, privacy-
preserving machine learning, edge computing, and context-aware access control.
Nevertheless, existing approaches generally treat privacy protection as a col-
lection of isolated technical mechanisms rather than as a continuous semantic
decision process [39/51].

To the best of our knowledge, there is currently no comprehensive architec-
ture that functions as an intelligent intermediary between the private home and
external digital services by semantically evaluating all outgoing information inde-
pendent of its source. While preliminary frameworks have emerged that leverage
Large Language Models to configure user privacy preferences over sensor data
flows [59], they presuppose a cooperative sensing infrastructure, operate over
predefined sensor streams within a single environment, and are evaluated on
isolated tasks rather than acting as a continuous, source-independent seman-
tic gateway for all outgoing information. Similarly, network-layer approaches to
controlling information exposure deliberately restrict themselves to traffic desti-
nations and explicitly treat payload interception and content inference as out of
scope [35/48], while privacy-preserving AI methods typically protect the compu-
tational process rather than evaluate the semantic content of transmitted data
[28/40]. Consequently, existing systems address either where data flows or how
it is computed, but none continuously evaluate what multimodal information
leaves the trusted environment, independent of its originating device or service.

This paper addresses this gap by introducing the concept of a Personal Al
Firewall, an Al-based semantic privacy gateway that continuously analyses mul-
timodal information generated within the home environment. Instead of merely
protecting communication channels, the proposed system determines whether
outgoing information is privacy compliant, contextually appropriate, and nec-
essary for the intended service before any data leave the trusted environment.
In doing so, it extends the traditional concept of a firewall from network secu-
rity towards intelligent, content-aware privacy protection tailored to the specific
needs of older adults.

3 Concept and Methodological Framework

3.1 Design Principles

The Personal Al Firewall is guided by five core design principles derived from
the requirements of older adults in AAL environments:

1. Privacy by Default. All outgoing information is assumed privacy-sensitive
unless explicitly classified as safe by the system. No data leave the trusted
home environment without semantic evaluation.

2. Minimal Disclosure. Only the minimum amount of information necessary
to fulfil the intended service purpose is transmitted. Wherever possible, raw
data are replaced by aggregated summaries, abstracted representations, or
anonymised derivatives.
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3. Autonomy Without Complexity. The system must provide meaningful
privacy protection without requiring technical expertise or continuous active
decision-making from the user. Default profiles and adaptive learning reduce
the configuration burden on older adults.

. Transparency and Explainability. Every filtering or blocking decision

must be traceable and explainable in simple, non-technical language, en-
abling users, caregivers, and healthcare professionals to understand and ad-
just the system’s behaviour.

. Contextual Adaptivity. Privacy decisions are not static but depend on the

current situation, including the user’s activity, health status, communication
partner, time of day, and urgency level.

3.2 System Architecture Overview

The proposed architecture is structured as a layered middleware positioned be-
tween the domestic sensor and communication infrastructure and all external
digital services. Figure [1| illustrates the high-level architecture, which comprises

five functional layers:

Table 1: Functional layers of the Personal Al Firewall architecture.

Layer

Function

Examples

Data Ingestion Layer

Captures and normalises multi-
modal data streams

Camera feeds, microphone in-
put, wearable telemetry, envi-
ronmental sensors

Semantic
Layer

Analysis

Interprets content, context, and
sensitivity of information

Object /person detection, activ-
ity recognition, speech under-
standing

Privacy Policy Engine

Evaluates whether information
complies with privacy rules

Rule matching, contextual rea-
soning, risk scoring

Data Transformation
Layer

Applies appropriate
preserving operations

privacy-

Blocking, redaction, anonymisa-
tion, aggregation, abstraction

Output Gateway

Controls final transmission to
external services

Selective forwarding, logging,
explanation generation

All layers operate locally on edge computing hardware within the user’s home.
Only information that has passed through all layers and has been classified as
permissible is forwarded to external recipients.

3.3 Data Ingestion and Multimodal Fusion

The Data Ingestion Layer interfaces with the heterogeneous sensor ecosystem
typically found in AAL environments. It receives continuous streams from:

— Visual sensors (RGB cameras, depth sensors),
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Fig. 1: High-level architecture of the Personal Al Firewall. All processing occurs
within the trusted home environment. Only semantically evaluated and trans-
formed data pass through the Output Gateway to external services.

Audio sensors (microphones for voice interaction and ambient sound),
Environmental sensors (temperature, humidity, door/window contacts,
motion detectors),

Wearable devices (heart rate monitors, accelerometers, pulse oximeters),
Communication platforms (video calls, messaging applications, telehealth
interfaces).

Each data stream is normalised into a unified internal representation that
preserves temporal alignment and source metadata. A multimodal fusion module
combines information across modalities to construct a coherent situational model
of the home environment, enabling the subsequent layers to reason about context
rather than isolated sensor readings.

3.4 Semantic Analysis Layer

The Semantic Analysis Layer constitutes the core intelligence of the Personal Al
Firewall. It employs a set of specialised deep learning models operating on the
edge device to extract semantic meaning from raw sensor data. Naturally, the
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scope of semantic understanding is bounded by what sensor data is available in
the given AAL environment:

— Visual Analysis Module. Performs person detection, face recognition,
pose estimation, and scene understanding. Identifies whether privacy-sensitive
content is present, such as recognisable faces, exposed bodies, medical de-
vices, or documents. Such content is flagged as privacy-sensitive, enabling
the Privacy Policy Engine to decide whether visual information may leave
the trusted home environment.

— Audio Analysis Module. Processes speech content through automatic
speech recognition and natural language understanding. Detects personally
identifiable information (names, addresses, medical details) and emotional
states in conversations. As spoken utterances frequently reveal sensitive per-
sonal data, the module marks such segments as privacy-critical so that down-
stream layers can redact or suppress them prior to transmission.

— Activity Recognition Module. Infers activities of daily living (e.g., eat-
ing, sleeping, bathing, medication intake) from fused sensor inputs and clas-
sifies the current situation to inform contextual privacy decisions. As several
of these activities are inherently sensitive (e.g., bathing) or expose health-
related behavioural patterns, the module marks such situations as privacy-
critical, allowing the Privacy Policy Engine to apply stricter disclosure con-
straints.

— Health State Estimation Module. Aggregates physiological measure-
ments and behavioural indicators to estimate the user’s current health sta-
tus, including anomaly detection for fall events, vital sign deterioration, or
prolonged inactivity. Since health information constitutes a special category
of personal data under the GDPR [16], the module explicitly labels these
outputs as highly privacy-sensitive, ensuring that subsequent layers enforce
appropriate safeguards unless a legitimate context, such as a detected emer-
gency, justifies disclosure.

Each module outputs structured semantic annotations rather than forward-
ing raw data, thereby creating a machine-readable description of what is happen-
ing without necessarily retaining identifiable source material. These annotations
include sensitivity labels that the Privacy Policy Engine consumes as the basis
for its filtering decisions.

3.5 Privacy Policy Engine

The Privacy Policy Engine is responsible for determining whether a given piece
of outgoing information is permissible under the currently active privacy config-
uration. It operates on three levels of policy specification:

Normative Policies encode legal requirements (e.g., GDPR data minimi-
sation or AI Act principles [I6J17]) and institutional guidelines that apply uni-
versally regardless of user preferences.

Personal Privacy Profiles capture user-specific preferences regarding what
information may be shared with whom and under which circumstances. These
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profiles are configured during an initial guided setup process and can be re-
evaluated and refined over time through simple approval/rejection feedback.
Predefined profile templates (e.g., conservative, balanced, open) reduce config-
uration complexity for users with limited digital literacy.

Contextual Rules dynamically modulate policies based on the current sit-
uation, following the principle of contextual integrity [SI38I20]. For example,
during a scheduled telemedicine consultation, the system may temporarily per-
mit video transmission of the user’s face, while blocking the same information
during an unscheduled call from an unknown contact. Similarly, in a detected
emergency (e.g., a fall), privacy constraints may be automatically relaxed to
enable rapid assistance.

The policy engine employs a rule-based reasoning component combined with
a lightweight large language model (LLM) for natural-language policy interpre-
tation and conflict resolution. It consumes the sensitivity labels produced by the
Semantic Analysis Layer as a primary input for risk scoring. When multiple rules
apply simultaneously, a priority hierarchy and contextual weighting determine
the final decision. Each decision is assigned a confidence score; low-confidence
cases are either handled conservatively (default to blocking) or escalated to a
caregiver for confirmation.

3.6 Data Transformation Layer

Once the Privacy Policy Engine has determined that certain information requires
modification before transmission, the Data Transformation Layer applies the ap-
propriate privacy-preserving operation. The following transformation strategies
are supported:

— Blocking. Complete suppression of the data stream. No information is for-
warded to the external service.

— Redaction. Selective removal of privacy-sensitive elements while preserving
the remainder (e.g., removing spoken names from an audio stream, masking
a document visible in a camera frame).

— Anonymisation. Replacement of identifiable features with non-identifiable
representations (e.g., face blurring, voice modification, replacement of a per-
son’s image with an abstract avatar).

— Aggregation. Conversion of granular time-series data into summarised in-
dicators (e.g., transmitting “active for 6 hours today” instead of a continuous
motion trajectory).

— Abstraction. Semantic elevation of information to a less specific level (e.g.,
reporting “vital signs within normal range” instead of exact heart rate and
blood pressure values).

The appropriate transformation is selected based on the policy decision and
the minimum information requirement of the receiving service. Where technically
feasible, transformations are applied in real time to avoid buffering sensitive raw
data.
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3.7 Output Gateway and Explainability

The Output Gateway serves as the final control point before information leaves
the home environment. It performs three functions:

1. Transmission Control. Forwards only approved and transformed data to
the designated external recipient via encrypted channels.

2. Decision Logging. Maintains a local, privacy-preserving audit log docu-
menting what information was transmitted, blocked, or transformed, along
with the corresponding policy justification.

3. Explanation Generation. Produces human-readable explanations of fil-
tering decisions, accessible through a simplified user interface. Explanations
are formulated in non-technical language (e.g., “Your face was blurred during
the video call because your profile does not allow facial images to be shared
with this contact.”).

The explanation interface is designed for multiple stakeholders: older adults
receive simplified summaries, while caregivers and healthcare professionals can
access more detailed decision reports when needed.

3.8 Deployment and Hardware Considerations

The entire Personal Al Firewall is designed to operate on local edge computing
hardware positioned within the user’s home (e.g., a dedicated gateway device or
a small-form-factor server). This ensures that raw sensor data never leave the
premises, even temporarily.

Current-generation edge Al accelerators (e.g., devices based on NPU or GPU
architectures with 10-40 TOPS of inference performance) are capable of exe-
cuting the required deep learning models for visual, auditory, and behavioural
analysis with acceptable latency [56/40]. Model optimisation techniques such as
quantisation, pruning, and knowledge distillation are employed [40/62/25] to en-
sure real-time operation within the power and thermal constraints of a domestic
deployment.

Network integration is achieved by positioning the firewall device as the
mandatory gateway for all outgoing data traffic from AAL-related systems, anal-
ogous to a traditional network firewall but operating at the semantic content level
rather than the packet level.

3.9 User Interaction and Onboarding

Recognising that older adults represent the primary user group, the interaction
design follows established principles from gerontechnology research [2913/50]. The
initial onboarding process uses guided interviews, preference elicitation through
concrete scenario examples (“Would you like your neighbour to see your living
room during a video call?”), and progressive disclosure of advanced settings.
Ongoing interaction is kept minimal. The system operates autonomously un-
der normal conditions and only requests user input in ambiguous situations or
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when policy conflicts arise. A simplified dashboard, accessible via tablet, televi-
sion overlay, or voice interface, provides a periodic summary of privacy-relevant
events and allows one-touch approval or rejection of specific decisions, which in
turn refines the personal privacy profile over time.

4 Proposed Evaluation Methodology

The present work introduces the Personal Al Firewall as a conceptual architec-
ture. A full empirical validation is the subject of ongoing work. In this section we
therefore define a structured evaluation methodology that is intended to guide
the assessment of a future prototype. The methodology is organised along three
complementary dimensions that reflect the socio-technical nature of the system:
technical feasibility (Section , privacy effectiveness (Section , and user
acceptance and explainability (Section [4.5). An illustrative walkthrough (Sec-
tion demonstrates how the layers interact for a concrete scenario.

4.1 Evaluation Dimensions and Research Questions
The evaluation is driven by three guiding research questions:

RQ1 (Feasibility). Can the semantic analysis, policy reasoning, and data trans-
formation operate within the latency, energy, and resource budget of a do-
mestic edge gateway?

RQ2 (Effectiveness). To what extent does the system reduce the disclosure
of privacy-sensitive information while preserving the utility required by the
intended service?

RQ3 (Acceptance). Do older adults and caregivers understand, trust, and
accept the automated privacy decisions and their explanations?

4.2 Datasets

Because the Personal Al Firewall operates on heterogeneous modalities, the eval-
uation draws on established, publicly available benchmark datasets, selected to
cover each analysis module of the Semantic Analysis Layer. Table [2] summarises
the intended data sources per modality and evaluation purpose. Datasets requir-
ing a credentialed data-use agreement (e.g., MIMIC) are accessible through the
institutional research licence.

The use of standard public benchmarks ensures reproducibility and compa-
rability with related work, while no personal data of the target user group are
collected during the technical evaluation phase.

4.3 Dimension 1: Technical Feasibility

The firewall must not degrade the responsiveness of time-critical AAL services
(e.g., fall alerting). We propose to deploy the prototype on representative edge
hardware (NPU/GPU platforms in the 10-40 TOPS range, cf. Section [3)) and to
measure:
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Table 2: Public benchmark datasets foreseen for the evaluation, grouped by
modality and firewall analysis module.

Modality / Dataset Evaluation purpose

Module

Vision - per- WIDER FACE [63], LFW |23] Detection of privacy-

son/face  detec- critical persons//faces;

tion robustness of anonymisa-
tion

Vision -  at- CelebA [33] Attribute-level analysis;

tribute/scene masking of identifiable
features

Activity / ADL CASAS [13], UCI-HAR [27], Op- Activity recognition; ag-

portunity [14] gregation and abstraction

quality

Fall detection SisFall [55], UP-Fall [306] Emergency detection
under privacy-preserving
transformation

Audio / speech LibriSpeech [43] (PII in tran- Detection of spoken PII;
scripts), VoxCeleb [4I] (speaker speech redaction and

identity) speaker anonymisation
Vital signs / WESAD [52], PPG-DaLiA [7], Health-state estimation;
health MIMIC-IV [26] abstraction of physiolog-

ical values

— End-to-end latency. The additional delay (in ms) introduced by the full
pipeline (ingestion — semantic analysis — policy engine — transformation
— output), reported per modality and for the combined multimodal case.

— Resource footprint. CPU/NPU utilisation, peak memory, and power draw
(W) under continuous operation, to verify compliance with the power and
thermal constraints of a domestic device.

— Detection quality of the Semantic Analysis Layer. Precision, recall,
and Fl-score for the identification of privacy-sensitive content (recognisable
faces on WIDER FACE/LFW, spoken PII on LibriSpeech transcripts, ac-
tivities on CASAS/UCI-HAR, fall events on SisFall/UP-Fall), reported per
detector.

The impact of model-optimisation techniques (quantisation, pruning, knowl-
edge distillation) is assessed by comparing latency and detection quality before
and after optimisation, thereby quantifying the accuracy—efficiency trade-off on
the edge.

Contemporary edge accelerators (e.g., NVIDIA Jetson Orin-series or compa-
rable NPU platforms) can execute quantised object/face detectors of the YOLO
family [47] at interactive frame rates on such hardware [56J40], and an opti-
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mised automatic speech-recognition model faster than real time on streaming
audio [46II845]. Activity and health estimation from wearable and environmen-
tal time-series are computationally light by comparison (typically a few mil-
liseconds per inference window). Under an event-triggered scheduling strategy
(Section , the heavy visual and audio models are not run continuously but
activated on demand, so that the sustained load is dominated by the lightweight
always-on detectors. The principal open question is therefore not the feasibility
of any single model, but whether the combined pipeline, including the policy en-
gine’s language-model reasoning step, can remain within an interactive latency
budget (on the order of 300-500 ms for non-safety-critical flows to maintain the
user’s flow of thought without perceived sluggishness [42l6], and considerably
tighter for emergency alerting). Quantifying this combined, concurrent load on
representative hardware is a central objective of the proposed evaluation. These
figures are indicative estimates drawn from published benchmarks rather than
own measurements, and serve only to establish first-order plausibility.

4.4 Dimension 2: Privacy Effectiveness

The core contribution of the firewall is the semantic reduction of disclosed infor-
mation. We propose two complementary measures:

— Privacy gain. The proportion of identifiable elements that are successfully
removed or transformed before transmission. This is operationalised through
adversarial re-identification attempts on the transformed output, for exam-
ple, the residual face re-identification rate on LFW after anonymisation, or
speaker verification accuracy on VoxCeleb after voice modification. A lower
residual identifiability indicates higher privacy gain.

— Privacy—utility trade-off. For each transformation strength, we quantify
the residual utility for the intended service. For instance, we measure whether
a fall can still be reliably detected on SisFall/UP-Fall after body-region ab-
straction, or whether health status remains assessable after physiological
values are abstracted to categorical ranges (WESAD/PPG-DaLiA).

4.5 Dimension 3: User Acceptance and Explainability

Because the target group consists of older adults, technical metrics alone are
insufficient. We propose formative user studies with two stakeholder groups:
(a) older adults as primary users and (b) caregivers and healthcare professionals
as secondary users. Using scenario-based walkthroughs (cf. Section, we assess:

1. Usability, using the System Usability Scale (SUS) [9] and task-completion
measures for the onboarding and approval workflows.
2. Trust and perceived control, using a questionnaire capturing users’ confi-

dence in the system’s decisions and their sense of informational self-determination.

3. Explanation quality, evaluated by asking participants to correctly inter-
pret why a given decision (e.g., a blurred face during a call) was made. Com-
prehension accuracy serves as a proxy for the effectiveness of the explanation
interface.
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4.6 Illustrative Walkthrough

To make the interaction of the layers concrete, we consider a representative sce-
nario: a scheduled telemedicine consultation during which a sensitive document
happens to lie on the table within the camera’s field of view.

1. The Data Ingestion Layer captures the video stream and the scheduling
context.

2. The Semantic Analysis Layer detects the user’s face and, separately, a doc-
ument region classified as privacy-critical.

3. The Privacy Policy Engine resolves the context: the contact is an authorised
physician during a scheduled call, so facial transmission is permitted, whereas
the document is not necessary for the service and is therefore flagged for
removal.

4. The Data Transformation Layer preserves the face but masks the document
region in real time.

5. The Output Gateway forwards the transformed stream, logs the decision,
and generates the explanation: “A document visible on your table was hidden
because it is not needed for this medical call.”

5 Discussion

The proposed Personal Al Firewall introduces a new paradigm for privacy pro-
tection in Ambient Assisted Living. As a conceptual contribution, however, it
raises a number of ethical, technical, and legal questions that must be critically
examined before deployment. This section discusses the most salient of these
challenges.

5.1 The Break-Glass Dilemma

The most fundamental tension in the proposed system arises from the conflict
between its two central objectives: minimising the disclosure of sensitive infor-
mation on the one hand, and safeguarding the health and safety of the user on
the other. A firewall that is configured to be maximally protective may, in the
worst case, suppress a safety-critical signal, for example, by classifying the video
of a collapsed user as an “exposed body” and therefore blocking its transmission
to emergency responders. In a health-critical context, such a false positive is not
merely an inconvenience but a potentially life-threatening failure.

To resolve this dilemma, the Contextual Rules of the Privacy Policy Engine
(Section |3.5)) must implement an explicit break-glass mechanism [I564)34]. Upon
detection of a critical event by the Health State Estimation Module (e.g., a fall
or a marked deterioration of vital signs), privacy constraints are automatically
relaxed to the extent necessary to enable timely assistance. The design of this
mechanism must weigh two opposing error types:
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— False positives (unnecessary disclosure): a non-critical situation is misin-
terpreted as an emergency, causing sensitive data to be released without
genuine need.

— False negatives (suppressed alert): a genuine emergency is not recognised
as such, and the protective logic wrongly withholds information that is re-
quired to help the user.

We argue that in health-critical AAL settings the system should adopt a fail-
safe default that errs toward the preservation of life: where the confidence of the
emergency classifier is uncertain, the system should favour disclosure to a trusted
emergency recipient rather than protection. This asymmetry deliberately trades
a controlled and auditable privacy loss against the avoidance of catastrophic
outcomes. Crucially, every break-glass activation must be recorded in the audit
log (Section together with its justification, and the user or their caregiver
must be notified after the fact, thereby preserving transparency and enabling
retrospective review even when prior consent could not be obtained.

5.2 Limitations of Edge-Based Processing

Locating the entire pipeline on edge hardware is essential to the privacy premise
of the system, but it imposes significant constraints. Continuously executing mul-
tiple deep learning models, for visual, auditory, activity, and health analysis, in
parallel is computationally demanding and results in sustained power consump-
tion and heat generation that are difficult to accommodate in an unobtrusive
domestic device. Passive cooling, limited physical space, and the expectation
of silent, always-on operation further restrict the available thermal and energy
budget.

Several mitigations are foreseen. Model-optimisation techniques such as quan-
tisation, pruning, and knowledge distillation (Section reduce the computa-
tional footprint at the cost of a controlled loss in accuracy, a trade-off that the
proposed evaluation (Section | is designed to quantify. Furthermore, an event-
triggered inference strategy can markedly reduce the average load: lightweight
always-on detectors continuously monitor the sensor streams, while the more ex-
pensive semantic models are activated only when a potentially relevant event is
detected. Nevertheless, this strategy introduces its own risk, as the sensitivity of
the triggering stage directly bounds the system’s ability to detect rare but criti-
cal events. Balancing continuous protection against resource efficiency therefore
remains an open engineering challenge.

5.3 Reliability of AI-Based Semantic Decisions

The firewall delegates consequential decisions to machine learning components,
including a large language model used for policy interpretation and conflict res-
olution. This raises concerns regarding robustness, bias, and predictability. De-
tection models may fail on under-represented situations, unusual home layouts,
or atypical behaviour, and an LLM-based reasoning component may produce
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Fig.2: Semantic abstraction reduces personal information before transmission,
replacing identifiable visual, textual, and acoustic content with less identifiable,
service-sufficient representations while preserving utility.

inconsistent or unjustified decisions, particularly in ambiguous cases. Because
the target group is especially vulnerable, such failures carry a higher cost than
in general-purpose applications.

The concept mitigates these risks through the privacy-by-default principle
and confidence-based escalation (Section [3.5)): low-confidence decisions default
to the conservative action or are referred to a caregiver for confirmation. This
shifts the residual risk from an uncontrolled disclosure towards an over-restriction
that a human can subsequently relax. However, the reliance on human fallback
partially reintroduces the very burden the system seeks to remove, and the ap-
propriate division of labour between autonomous operation and human oversight
requires empirical study with real users.

5.4 Responsibility, Trust, and Accountability

By actively deciding which information leaves the home, the Personal Al Firewall
assumes a role that carries considerable responsibility. Figure 2] illustrates how
the same content can be abstracted to varying degrees before it leaves the home
(cf. Section . If a filtering decision contributes to harm, for instance, by
delaying assistance, the question of liability arises: is it attributable to the device
manufacturer, the operator of the AAL service, the caregiver who configured
the profile, or the user who accepted a given privacy template? Existing privacy
mechanisms in AAL largely defer to organisational policies, legal regulation such
as the GDPR [16], and trust in service providers [53]; a system that autonomously
governs data disclosure blurs these established lines of accountability.

We do not claim to resolve this question, but we emphasise two design com-
mitments that are prerequisites for responsible operation. First, transparency:
the local audit log and the human-readable explanations (Section ensure
that every decision is traceable and contestable after the fact. Second, mean-
ingful human oversight: the system is positioned as an assistant that reduces
routine privacy decisions rather than as a fully autonomous authority, retaining
caregivers and users in the loop for critical and ambiguous cases. Establishing
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the legal and regulatory framework within which such a semantic gateway may
operate remains an important direction for interdisciplinary future work.

6 Conclusion and Outlook

This paper introduced the concept of a Personal Al Firewall, a semantic pri-
vacy gateway that repositions privacy protection in Ambient Assisted Living
from network-level security towards content-aware, Al-driven data governance.
In contrast to conventional firewalls and privacy-preserving machine-learning
methods, which respectively regulate communication channels and the location
of computation, the proposed system continuously evaluates which information
should leave the home, based on its semantic content and situational context. We
presented five guiding design principles, a layered edge architecture comprising
data ingestion, semantic analysis, a context-aware policy engine, data transfor-
mation, and an explaining output gateway, as well as a structured methodology
for its future evaluation along the dimensions of technical feasibility, privacy
effectiveness, and user acceptance.

The central contribution of this work is conceptual: it defines a continuous,
multimodal semantic gateway tailored to the needs of older adults. Whereas
prior work governs either where data may flow, network-layer firewalls that filter
by traffic destination and treat content inspection as out of scope [35] or how it
is computed, privacy-preserving learning and edge processing, and while LLM-
based policy assistants remain confined to predefined sensor streams within a
single cooperative environment [59], the Personal AI Firewall instead contin-
uously evaluates what information should leave the home, independent of its
source, unifying what were previously isolated, single-modality privacy filters.
By combining privacy-by-default, minimal disclosure, and transparent, explain-
able decisions, the concept aims to reconcile the benefits of digital health mon-
itoring with the right to informational self-determination, without imposing a
configuration burden on its users.

As this contribution is conceptual, the immediate next step is the implemen-
tation of a prototype and the empirical validation outlined in Section[4] including
the measurement of end-to-end latency, detection quality, and the privacy—utility
trade-off on representative edge hardware, complemented by formative studies
with older adults and caregivers. Looking ahead, personal firewalls are expected
to safeguard user privacy against cybercriminals, scams, and social engineering
attacks, while preventing vulnerable demographics, such as older adults, from
misplaced trust in strangers. Beyond this, we identify two principal directions
for future work. First, interoperability: integrating the firewall with emerging
smart-home standards such as Matter and Thread [12I57] would allow it to act
as a mandatory semantic gateway across heterogeneous devices without vendor-
specific adaptation. Second, reasoning capability: the increasing availability of
capable on-device Large Language Models opens the possibility of richer con-
textual policy interpretation and more natural user interaction [6225], while
preserving the strict on-premises processing that underpins the system’s privacy
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guarantees. Pursuing these directions, together with an interdisciplinary treat-
ment of the legal and ethical questions raised in Section [f] is essential to advance
the Personal AI Firewall from a concept towards a deployable building block for
trustworthy Ambient Assisted Living.
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